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BUSINESS CONTEXT

Task Connect is an integration between ServiceNow and SAP Task center, which integrates Ser-
viceNow tasks, incidents and approvals, seamlessly into the SAP Task center. It allows users to ef-
fortlessly manage and modify tasks within the SAP Task Center with updates instantly reflected in
ServiceNow and vice versa.

As a part of the configuration process of the integration, significant attention has been given to se-
curity considerations, particularly user authentication and user provisioning. Given the widespread
use of Azure as an identity and token provider, a method has been developed to synchronize users
and groups across ServiceNow, SAP Task Center, and Azure.

In this document, you will find the scenario overview, related architectural diagrams presenting the
different components and how they interact with each other and what are the steps to follow to
configure the connection between ServiceNow, SAP Task Center and Azure:

SCENARIO OVERVIEW

The starting point in this scenario is the user's authentication and access token issued by the SAP
Cloud Identity tenant's authentication service (IAS), indicated as AT (IAS) APP in returned by step
2 in figure 1 below and following the notation <token type> (<issuer>) <audience>. The complete
token exchange is orchestrated by the OAuth 2.0 and OpenlID Connect (OIDC) authorization and
authentication frameworks and their respective token types, which are access tokens (AT), refresh
tokens (RT), and identity tokens (ID). Thus, AT (IAS) IAS is an access token, issued by the IAS ten-
ant's OAuth 2.0 authorization server, with an audience set to the IAS tenant's client ID. All tokens
except for refresh tokens are formatted as JWTs. Compared to the token exchange in the previous
parts of this blog series (see part |, Interoperability and standards, for more details), SAML 2.0 - or
more precisely the SAML assertion as an OAuth 2.0 authorization grant defined in section 2.1 of
RFEC 7522 - is no longer used in this scenario. Instead of transforming between different token for-
mats (JWT to SAML and back to JWT), this scenario only uses JWTs for the token exchange. Itis
important to note that for this token exchange no direct trust relationship between the application
on BTP and Azure AD is required. The application only has a trust relationship to the IAS tenant,
and the IAS tenant maintains the trust relationship to the Azure AD tenant (and vice versa).



https://www.rfc-editor.org/rfc/rfc6749
https://openid.net/developers/specs/
https://learn.microsoft.com/en-us/azure/active-directory/develop/access-tokens
https://learn.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens
https://learn.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens
https://learn.microsoft.com/en-us/azure/active-directory/develop/id-tokens
https://blogs.sap.com/2020/07/17/principal-propagation-in-a-multi-cloud-solution-between-microsoft-azure-and-sap-cloud-platform-scp/
https://wiki.oasis-open.org/security/FrontPage#SAML_V2.0_Standard
https://www.rfc-editor.org/rfc/rfc7522#section-2.1
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All authentication requests for the business application on BTP (SAP TASK CENTER) are for-
warded by the IAS tenant to the Azure AD tenant which is configured as a corporate identity pro-
vider (IdP) in IAS. IAS acts as a proxy and delegates authentication to Azure AD in the role of the
relying party to the corporate identity provider. The IAS tenant therefore requires an application
registration in Azure AD.

Note: For the TaskConnect integration configuration to work, the SAP Task Center should be con-
figured according to the following documentation: https://help.sap.com/docs/task-center/sap-task-
center/initial-setup

USERS AUTHENTICATION, PROVISIONING
AND TOKEN EXCHANGE FLOW

User Autentication/Provisioning/Token Exchange Flow



https://help.sap.com/docs/IDENTITY_AUTHENTICATION/6d6d63354d1242d185ab4830fc04feb1/19f3eca47db643b6aad448b5dc1075ad.html?locale=en-US
https://help.sap.com/docs/IDENTITY_AUTHENTICATION/6d6d63354d1242d185ab4830fc04feb1/19f3eca47db643b6aad448b5dc1075ad.html?locale=en-US
https://help.sap.com/docs/task-center/sap-task-center/initial-setup
https://help.sap.com/docs/task-center/sap-task-center/initial-setup
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10.

11.

12.

The user accesses the BTP business application's SAP Task Center. The app delegates
authentication to the IAS tenant using OIDC. It starts the authentication process by redirect-
ing the user' browser to the IAS tenant's OAuth server authorization endpoint at
https://<IAS tenant name>.accounts.ondemand.com/oauth2/authorize and sending an
OAuth authorization request.

Because the user is not yet authenticated at the IAS tenant, the user's browser is redirected
to the IAS tenant's single sign-on (SSO) endpoint at https./<IAS tenant name>.ac-
counts.ondemand.com/samli2/idp/sso.

The business application is configured in IAS to pass all authentication requests to Azure
AD as its corporate IdP. Therefore, IAS sends an OAuth authorization request to the Azure
AD tenant's OAuth authorization endpoint.

The user gets prompted by Azure AD to enter the credentials. Upon successful authentica-
tion, Azure AD sends the authorization code to IAS by redirecting the user's web browser to
the URI specified in the previous request.

IAS receives the authorization code and sends an access token request to Azure AD's to-
ken. Azure AD issues an access token and refresh token (RT(AAD)IAS which is cached for
later use in step for the authenticated user with an audience set to the IAS tenant's OIDC
name.

The BTP business application requests a client assertion from the IAS tenant to use it in the
subsequent requests for the token exchange via the IAS tenant's OIDC proxy. The client
application sends a token request to the IAS tenant's token endpoint. The POST request is
authenticated with the client ID and secret of the business application in IAS. The client as-
sertion from IAS takes the form of a signed JWT that proofs the application's identity to AAD
when requesting tokens via the IAS corporate IdP OIDC proxy.

The business application exchanges the IAS-issued ID token into an Azure AD-issued ac-
cess token via the IAS tenant's OIDC proxy token exchange endpoint. The POST request
uses the assertion parameter to pass the base64-encoded IAS ID token of the user.

IAS token service sends a refresh token request using RT(AAD)IAS cached in step 5 to ob-
tain a new access token AT(AAD)APP for the business application,

The business application uses the Azure AD On-behalf-Of (ObO) flow for requesting the ac-
cess token

Finally, the business application calls ServiceNow to take actions to the signed-in user's
tasks.

ServiceNow validates the token using OIDC provider to verify ID tokens configuration with
the same application registered in Azure which issues an access token and refresh token in
step 5.

Use SAP Cloud Identity Services - Identity Provisioning to provision users from Microsoft
Azure Active Directory to SAP Cloud Identity Services - Identity Authentication.
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13. Use ServiceNow enterprise application in Azure to provision users from Microsoft Azure Ac-
tive Directory to ServiceNow instance

14. Use the same ServiceNow enterprise application created in step 13 in Azure to authenticate
users from Microsoft Azure Active Directory to ServiceNow instance

TECHNICAL SERVICE FLOW AND
CONFIGURATION

Technical Service Flow

M
C

SAP Business Technology Platform w o

ServiceNow

SAP Cloud Identity Services Tenant (IAS)

\ 4

Subaccount

h 4

Business App

@ L OAuth Client
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You need to create integration user for SAP Technical connection and choose how SAP Task Cen-
ter will authenticate when technical connection is used (delta jobs in SAP are using this technical
connection)

Currently you can use Basic Auth (OAuth is in development stage)

For basic auth create user in ServiceNow with the following properties:

Name - sap.taskcenter.api

First name — SAP

Last name — Task Center API

Internal integration user — true

Roles assigned:
i. x_itce2_taskcon.sap_taskcenter_api
i itil

e Provide username and password to the team who is configuring SAP connection to Ser-
viceNow.

e The BTP business application requests a client assertion from the IAS tenant to use it in the
subsequent requests for the token exchange via the IAS tenant's OIDC proxy.

® Qoo

TASKCONNECT TECHNICAL
CONFIGURATION

Prerequisites:
e Activated the ServiceNow TaskConnect plugin/application

e Configure SSO integration between ServiceNow and Azure AD — Azure AD Integration with
SAML 2.0

e Configure Users Provisioning between ServiceNow and Azure - Configure ServiceNow for auto-
matic user provisioning

e Configure Users Provisioning between SAP Cloud Identity and Azure - Provision users from Mi-
crosoft Azure AD to SAP Cloud Identity Services - Identity Authentication

e Establish trust between Task subaccount and IAS - https://help.sap.com/docs/btp/sap-business-
technology-platform/establish-trust-and-federation-between-uaa-and-identity-authentication

Step Description
1 Go to BTP Cockpit->Security->Trust Configuration
2 Select "Establish trust" and choose the IAS



https://docs.servicenow.com/bundle/xanadu-platform-security/page/integrate/saml/concept/azure-ad-integration-with-saml-2-0.html
https://docs.servicenow.com/bundle/xanadu-platform-security/page/integrate/saml/concept/azure-ad-integration-with-saml-2-0.html
https://learn.microsoft.com/en-us/entra/identity/saas-apps/servicenow-provisioning-tutorial
https://learn.microsoft.com/en-us/entra/identity/saas-apps/servicenow-provisioning-tutorial
https://community.sap.com/t5/technology-blogs-by-sap/provision-users-from-microsoft-azure-ad-to-sap-cloud-identity-services/ba-p/13546054
https://community.sap.com/t5/technology-blogs-by-sap/provision-users-from-microsoft-azure-ad-to-sap-cloud-identity-services/ba-p/13546054
https://help.sap.com/docs/btp/sap-business-technology-platform/establish-trust-and-federation-between-uaa-and-identity-authentication
https://help.sap.com/docs/btp/sap-business-technology-platform/establish-trust-and-federation-between-uaa-and-identity-authentication
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3 Select "Establish trust" and choose the IAS
Note: This creates an OIDC application in IAS for the subaccount

NB: Task Center/Service Now integration works only with OIDC trust between Task
Center subaccount and IAS

4 This would create an application in iAS

For more information, you can check: https://help.sap.com/docs/btp/sap-business-technol-
ogy-platform/establish-trust-and-federation-between-uaa-and-identity-authentication

1. REGISTER THE APPLICATIONS IN AZURE AD FOR IAS
TENANT AND SN OIDC PROVIDER TO VERIFY ID TOKENS.

The token exchange and OIDC proxy setup between the SN, IAS, and the Azure AD tenant, re-
quires a trust relationship which is established by registering one application in the Azure AD ten-
ant

“SAPIASTenant” represents the SAP Cloud Identity Service tenant

Step Description

1 Login to Azure Portal (e.g. with your Microsoft 365 E5 developer subscription’s admin ac-
count) and select Microsoft Entra ID from the portal menu.

Select App registrations from the left-side menu.

Screenshot:


https://help.sap.com/docs/btp/sap-business-technology-platform/establish-trust-and-federation-between-uaa-and-identity-authentication
https://help.sap.com/docs/btp/sap-business-technology-platform/establish-trust-and-federation-between-uaa-and-identity-authentication
https://portal.azure.com/
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Azure services

_|_ H HH [ ]
6 | [ LW vy
Create a Microsoft Entra App Enterprise Users
resource D registrations applications
Home > [WT i

i (T0F Dot | App registrations =

o] “ T~ New registration @ Endpoints K Troubleshoot ':_) Refresh  + v

0 overview

B Preview features o Starting June 30th, 2020 we will no longer add any new features to Azure Active |
need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft €
. Diagnose and solve problems

All applications Owned applications  Deleted applications

Users

Groups | L start typing a display name or application (client) ID to filter these r...

ke

@ External Identities

Roles and
* administrators

P

A Administrative units

5 Delegated admin
partners

& Enterprise applications

[Tl Devices

App registrations

(&} Identity Governance

B Application proxy

2 Click + New registration

Screenshot:

Home > —

g2 MPE LA App registrations  #

Microsoft Entra ID
@ endpoints

3 Enter "<SAP IAS Tenant>" for the Name of the new application registration.

Replace <SAP IAS Tenant> with your friendly name

Select "Web" from the dropdown list in the Redirect UR | section.
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Enter your IAS tenant's redirect UR lin the Redirect URI section's text field:
https.//<IAStenant name>.accounts.ondemand.com/oauth2/callback.
*Replace <IAS tenant name> with your tenant's name.

Click Register.

Screenshot:

el ety Alive respoese 1o this WA Mer success uly sutheniicating he user Fravcing (his now & aplions and L can be.
ater but 3 value is reguired for mest & ntication sconance.
I o | [nans s oz |

4 Copy the newly generated Application (client) ID to a temporary text file. You will need it in

the next step for deploying the sample application.

Screenshot:

Home > App registrations >

HH SAP_IAS_Tenant_ServiceNow = -

P i Delete & Endpoints & Preview features
# Essentials
Display name 1 SAP IAS Tenant ServiceMNow
Application (client) ID ! 8065ddTe-ce5h-4022-8e81-e6516571bcT7c
5 Select Manifest from the navigation menu to edit the application registration's manifest file.

On the Microsoft Graph App Manifest (New) tab search for and Change the value for the
field" "requestedAccessTokenVersion" from null to 2.

Click Save.

Screenshot:
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13 SAP_IAS Tennant ServiceNOW | Manifest =

() Refresh &7 Got feedback?
@ sterting 12/2/2024 you will no longer be able to view, save, upload, or download the AAD Graph app manifest on this

An app manifest is a JSON representation of an app registration. The Microsoft Graph app manifest and AAD Grap
one for them to match.

I Micresoft Graph App Manifest (New) I AAD Graph App Manifest (Deprecating Soen)

See Understanding the Microsoft Graph application manifest to leamn how to edit Microsoft Graph app manifest.

>< Discard & Download 7T Upload

9 “description”: null,

18 "grouptembershipClaims”: "None”,

11 "identifierUris”: [

12 “api://38529268-8f69-4a66-9caf-ce786853F712"
13 1,

14 "isDeviceOnlyAuthSupported”: null,

15 "isfallbackpublicclient™: null,

16 "nativeAuthenticationApisEnabled”: null,
17 "notes”: null,

18 “publisherDomain”: "itcedemos.onmicrosoft.com”,
19 "serviceManagementReference”: null,

2@ "signInAudience”: "AzureADHyOrg”,

21 “tags”: [1,

22 “tokenEncryptionKeyId”: null,

23 “samlMetadataurl”: null,

22 “defaultRedirecturi™: null,

FH "certification”: null,

26 "requestsignatureverification”: null,
27 "addIns": [1,

28 "api”: f

29 "acceptMappedClaims”: null,

EL] “kpeynclientapplicatione™; ]

31 "requestedAccessTokenversion™: 2,
32 GE ermissionscopes -

33 {

2. CONFIGURE TRUST TO THE IAS TENANT IN AZURE AD

Trust to the IAS tenant is configured in Azure AD with a new federated identity credential. In addi-
tion, a client secret is required for the initial token exchange in step 5 of figure 1. Both credentials
will be configured for the application registrations in the following step.

Step |Description

6 Select the SAPIASTenant app from the list. (created in step 3)
Select Certificates & secrets from the menu and switch to the Client secrets tab.
Click + New client secret.

Screenshot:
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ime » App registrations > SAP_IAS_Tenant_ServiceNow

SAP_IAS_Tenant_ServiceNow | Certificates & secrets =

|,-'-7 Search | « 5 Got feedback?

B overview
& Quickstart @ Got = second to give us some feedback? —»

#" Integration assistant

Credentials enzble confidential applications to identify themselves to the
Manage scheme). For a higher level of assurance, we recommend using a certificz

B2 Branding & properties

_:’) Authentication o Application registration certificates, secrets and federated credentials ¢

I Certificates & secrets I

I Token configuration Certificates (0) Client secrets (0) | Federated credentials (0)

- AP| permissions

A secret string that the application uses to prove its identity when requ
& Expose an API

EL App roles = Mew client secret

7 Enter "<SAPOIDCProxy>" for the Description.
Click Add.

Screenshot:
Add a client secret X
Description | SAPO) DCProx;\,{ |
Expires | Recommended: 180 days (6 months) v |

8 Click Copy to clipboard in the Value column and paste it to a temporary text file. You will
need it later in the setup process.

Certificates (0)  Client secrets (1) Federated credentials (1)

& secret string that the application ses to prove its identity when requesting a token. &lso can be referred to as application password

= Mew client secrat

Description Expires Value © Secret ID
SAPQIDCProxy 8/11/2024 GB'\BQ~3FrE,quoRD'\EQECSFDHFDI’\GGH 00d14420-8162-4b36-8dc2-0ce0375abcas T j
9 Create another one secret for ServiceNow

Enter "<ServiceNow>" for the Description.

Click Add.
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Screenshot:

Certificates (0} Client secrets (1) Federated credentials (1)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
t New client secret

Description Expires Value © Secret ID

SNDEMOBSAP 8/11/2024 G818Q~3FrB_pgNoRD128ECsFONFDNG6. 00d14420-816a-4b36-8dc2-0ce0375abcds 1 [i]

3. CONFIGURE PERMISSIONS AND SCOPES IN AZURE AD

The SAPIASTenant application exposes the custom scope "ias.access".

Step Description

10 |Go to Expose an API in the navigation menu.

Click + Add a scope.
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Screenshot:

Home > SAP_IAS_Tenant_ServiceNow

S SAP_IAS_Tenant_ServiceNow | Expose an APl =

|/'-7 Search | « 87 Got feedback?

i overview o
Application ID URI (D Set

& Quickstart

#" Integration assistant . .
Scopes defined by this API

Manage Define custom scopes to restrict access to data and functi
API can request that a user or admin consent to one or m

& Eranding & properties
o Adding a scope here creates only delegated permissions.
D Authentication type. Go to App roles.
Certificates & secrets
Add a scope
il Token configuration
Scopes

<= API permissions

No scopes have been defined
@b Expose an API

ia  App roles

Authorized client applications
&6 Owners PP

Authorizing a client application indicates that this APl trus
a» Roles and administrators this AL

11 Accept the default value for the Application ID URI.

Click Save and continue.
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Screenshot:

Add a scope

You'll need to set an Application ID URI before you can add a permissior
but you can change it.

Application ID URI * ©
api://b89511 e4-4fef—4a9d-b067-85c5035f0e90|

Save and continue | Cancel

12 Enter "ias.access" for the new Scope name. Provide an Admin consent display name and
description.

Click Add scope.
Scope name:
ias.access

Admin consent display name:
IAS Tenant Access

Admin consent description:
Access to SAP Cloud Identity service Application
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Screenshot:

Add a scope

Scope name * (D)

jas.access
apiy//3197f232-3bB6-4686-9c93-6e77fc524710/1as.access

Wheo can consent? (@
./. - - .\.
| Admins and users (luEG)

Admin consent display name * (O

IAS Tenant Access

Admin consent description * @

Access to SAP Cloud Identity service Application

User consent display name ()

e.g. Read your files

User consent description (0

e.g. Allows the app to read your files,

State (@

(@@ Disabled )

13

Copy the full-qualified URI of the new scope (api:/<client id>/ias.access) from the clipboard
to temporary text file. It will be used in a later setup step.
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Screenshot:

Home » SAP_IAS_Tenant_ServiceMow

& SAP_IAS Tenant_ServiceNow | Expose an APl =

£ Search | « & Got feedback?

B Overview

Application D URI: | apiy/3197f232-ab86-4686-0c03-6e771c624710 D | Edit

& Quickstart

#" Integration assistant

Scopes defined by this API

Manage Define custom scopes to restrict access to data and functionality protected by the API An

APl can request that a user or admin consent to one or more of these.
B2 Branding & properties

Adding a scope here creates only delegated permissions. If you are looking to create appl

3 Authentication type. Go to App roles,
Certificates & secrets
Add a scope
ill Token configuration
Scopes Copied 10 can consent

- AP permissions

apiy//31971232-ab86-4686-9¢93-6eT7fc624710/ias.acc m Admins only
& Expose an AP

#L App roles

14 |Add Optional claim to the token.
Navigate to Token configuration
+ Add optional claim

Token Type - ID

Select "email" and add

Screenshot:

Add optional claim
111 SAP_IAS Tenant ServiceNow | Token configuration

15 |If message about API permissions required appear
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select the checkbox - Turn On Microsoft Graph email permission (required for claim to ap-
pear in token)

Click "add"

Screenshot:

Some of these claims (email) require Openld Connect scopes to be configurad through
the APl permissions page or by checking the box below. Learn more

16 Grant Admin Consent

Screenshot:

Home > App registrations > SAP_IAS Tenant ServiceNowd_ven07082

= SAP_IAS_Tenant_ServiceNowd_ven07082 | APl permissions =

£ search O refresn | &7 Got feedback?
W Overview

& Quickstart
that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't:

A Granting tenantwide corsent may revoke permissions

' Integration assistant

be customized per permission, user, or app- This colamn may not refiect the valu

Manage
i @ The “acmin con: quired” column shows the 3 o ization. However, user

= granding & properties

D Authentication Configured permissions

Certficates & secrets Applications are suthorized to call APis when they sre granted permissions by users/dmins s part of the consent process. The lst of configured permissions should include
ll the permissions the zpplication nseds. Learm mors about permissions and carssnt
Il Token configuration
|- Add a permission ' Grant admin consent for
APl permissions iada 7 Grent ek g
Admin consent requ.. Status

& Expose an 4P| API / Permissions name Type Description
B approles “ Microsoft Graph (2)

& Ovners emai Delegated  View users’ email address No
&, Roles and administrators UserRead Delegated ~ Sign in and read user profile Ne
B vanitest

To view and man: onsent rmissions for individual apps, as well as your tenant's consent settin Ty Enterprise applications.
Support + Troubleshooting "o view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterpris: o

17  Navigate to authentication
Scroll down to Implicit grant and hybrid flows

Select the tokens you would like to be issued by the authorization endpoint:

Select the checkbox ID tokens

Click Save
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Screenshot:

Home > SAP_IAS_Tenant_ServiceNow

3 SAP_IAS_Tenant_ServiceNow | Authentication =

Overview

& Quickstart Front-channel logout URL

# " Integration assistant This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
wark correctly,

Manage
e.g. https://example.com/logout

B2 Branding & properties

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Certificates & secrats
1l Token configuration

8- API permissions
P Select the tokens you would like to be issued by the autherization endpoint:

Expose an AP [] Access tokens (used for implicit flows)
App roles I! 1D tokens {used for implicit and hybrid flows) I
2 Owners

Supported account types
&, Roles and administrators

Who can use this application or access this API?
H Manifest

(®) Accounts in this organizational directory only (ITCE Ltd. only - Single tenant)

Support + Troubleshooting (O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

2 Troubleshootin:
¢ Help me decide...

& New support request

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Leam more about these restrictions.

Advanred settinas

4. CONFIGURE AZURE AS AN OAUTH OIDC PROVIDER ON
THE SERVICENOW
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Step Description

18

19

Open the ServiceNow instance

Navigate to All > System OAuth > Application Registry.

Click New, click Configure an OIDC provider to verify ID tokens,

Screenshot:

servicenow

Y application re

FAVORITES

No Results

ALL RESULTS

Admin

Favorites History

QAuth application

What kind of OAuth application?

Workspaces

Create an OAuth API endpoint for external clients
Create an OAuth JWT AP| endpoint for external clients

Col Lo g third parby QAUth Brovi
I Configure an OIDC provider to verify 1D tokens.

Connect to an OAuth Provider (simplified)

Caller Acc...

Application Registry

Fill the form.
Field
Name

Client ID
Client Secret

OAuth OIDC Provider
Configuration

Clock Skew

Comments

Description
A unique name that identifies the OAuth OIDC entity.

The client ID of the application registered in Azure in step 4. The
stance uses the client ID when requesting an access token.

The client secret of the application registered in Azure in step 9.

The OIDC provider (ADFS, Auth0, Azure AD, Google, Okta) can |
used to validate the JWT token. Click the record of your OIDC prt
configuration to validate the User Claim and User Field are set ap
priately. If you check Enable JTI claim verification, the ServiceNo
token validation also validates the JTI sent by the provider.

See next step 20-21 for more details

The number, in seconds, for the constraint to be considered valid
default is 300.

Additional information to associate with the application.



ITCE

THE PARTNER YOU TRUST

Application The name of the application containing this entity.

this application scope only. (all scope by default)

Accessible from Select an option to make it accessible from all application scopes, or

strictions thentication profile. You can set grant access using an API acces
icy. For more information, seeCreate REST AP| access policy.

Default: Unselected.

Enforce Token Re- Select to only allow tokens to be used with APIs set to allow the au-

s pol-

Active Select the check box to make the OAuth application active.

Redirect URL The URL of the OAuth application for receiving the authorization
(automatically added when save the application

code.

URL

End Session Endpoint  [The URL endpoint which enables after a session ends.(not required

Enable force authentica- Option to enable force authentication for users. (not required)
tion

Screenshot:
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20

OAuth OIDC Provider Configuration
Click on the search icon and then New

OIDC Provider - A unique name that identifies the OIDC provider

OIDC Metadata URL - the OIDC provider OpenID Connect metadata document (details
in step 21)

User claim: email



https://docs.servicenow.com/bundle/washingtondc-platform-security/page/integrate/authentication/task/create-api-access-policy.html
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User Field: the field in SN which contain mail value
Enable JTI claim verification: Disable

Screenshot:

—  CHEE Previder Confaratinn F v T owm
T B S0 Tokowr Waickation -

| Spplization  Linkal

# Q10O Mauladala URL | Wl ihegh ui-_-uwll:n-lu.--_.u»';d.-s'd.-bﬂl s Claim | wn -
. CANT Canhauration Cac=elfe Spon '“l Llua-Finid | Ernadl -
Lrsbiw IT1sim v brzation |
21 (navigate to azure application which created in step 3 - Overview - Endpoints - OpenlID

Connect metadata document

Screenshot:

Endpoints

Build your application with

22 Navigate to Oauth Entity Scope related list and add the following rows
Name - auth code

OAuth scope - offline_access,

Name - openid

OAuth scope - openid

Click Update
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Screenshot:
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23 Navigate to the Oauth Entity Profiles related list which is automatically created when Save
Oauth OIDC entity.

A: Verify that the Grant type is Resource Owner Password Credentials

Screenshot:

Qauth Entlty Profiles || Carth Entity Scopes | User Prowisioning | futh Scapes

[efAne the Duluth Providar Profile including name, Grant Type and (uduth Scape combination. Click aach prafile entry fo update tha Oduthecones. Wnan 2 new Cduth provider is crasted, th

Ay wrope,

Ouhusth Entity Profiles

15 cdalaiilt Grant fype

Kains &

amire detzult_prohie I frie I Rezaiiree (rener Pasewnen Uredentials I

B: Then open the profile and add the OAuth Entity Scopes created in the above step if
they are not added automatically

Screenshot:

o = DRwhCotty Pubie , i T o
EAFE havredefuk prodle ¥ o= Updile | Deber
Apaleation | Gkl I
kel B
ot Enlity Frafle Scopes o w2l
Coath Entity Soap ek azope
e o
utheo e o

24 Back to the created in step 19 OAuth OIDC Entity, navigate to Auth Scopes related list

and
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Add Auth Scope:
useraccount

Screenshot:

OAuth Entity Profiles OAuth Entity Scopes User Provisioning | Auth Scopes

Define auth scopes for tokens managed by this OQAuth application registry.

Auth Scopes

Auth Scope
x useraccount

Insert a new row...

25 Navigate to the created in step 19 Oauth OIDC Entity and copy the redirect url

Screenshot:
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26 Navigate to Azure App registered in step 3

Authentication

Add the url from the previous step. (do not remove or replace the url added in step 3
when create the application)

Save
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Screenshot:

Home > App registrations > SAP_IAS_Tennant ServiceNOW

3 SAP_IAS_Tennant ServiceNOW | Authentication =

B/ overview
& Quickstart Platform configurations

A Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URls, specific authentication settings, or fields specific to the platform.
% Diagnose and solve problems

~ Manage - add a platform

= eranding & properties

3 Authentication Web Quickstart  Docsd  [il]

Certificates & secrets Redirect URIs

The URIS we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Alsa referred to as reply URLS. Learn more about Redirect URIs and their
restrictions !

1! Token configuration
-9 AP| permissions

& Expose an AP [ s e W2

vice-wereoat el }(.] Ti]

i App roles AET e TLE2 S o - o w os e S W
22 Ouners Addl URI

&, Rolesand administrators %

5. SETUP THE CORPORATE IDENTITY PROVIDER AND OIDC
PROXY IN SAP CLOUD IDENTITY TENANT

Step

Description

27

Login as an administrator to your SAP Cloud Identity service administration console at

https://<IAStenant name>.accounts.ondemand.com/admin
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Screenshot:

Signin

Administration Console

28 |Go to Identity Providers > Corporate Identity Providers and click Create.

Enter a Display name(e.g. "Azure Active Directory")
Select Identity Provider Type - OpenID Connect Compliant
Click Save.

ELLY cloud Identity Services cormanyticoriands taskeenter
@ Home & Users & Authorizations |v | £ identity Provisioning | v | [ Applications & Resources v £ identity Providers |~

Corporate Identity Providers
Azure Active Directory

Create Identity Provider

"
Name: *
X
Identizy Provider Type
SAML 2.0 Compliang v
I SAML 2.0 Compliant ] 5

SAP Single Sign-On (SAML 2.0)
Microsoft ADES / Entra 1D (SAML 2.0)

Opentd Conngct Complant

29  [Click on OpenID Connect Configuration from the Trust settings of the new corporate identity
provider.
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Screenshot:

Azure Active Directory Delete

Corporate identity provider that provides user authentication to an application

Trust  Single Sign-On

Identity Provider Type Openid Co.

Configure identity provider type by choosing from the list

OpenlD Connect Configuration

Configure trust with an identity provider for web-based authentication.

30

Enter your Azure AD tenant's OIDC Discovery URL (https://login.microsoftonline.com/<AAD
tenant ID>/v2.0)

Click Load.

The Issuer field gets populated from the loaded Azure AD tenant's OIDC metadata.

Screenshot:
2 X%
OpenlID Connect Configuration cancel
Provider Configuration I@ oIDC Callback URL
Discovery URL:* | pssfpsoc.Ses 2053805 10055813150 | Load
IName:' e SoCe OCs =S T 3BT S5-I EFSSEM ST 5c .
Metadata Refresh 24 hours v
Interval:

Client Authentication

Client Authentication Client secret in body V.
Method:

Client ID:* | LssSa32C-306e-=223805-1S5ELIT3

Client Secret:*

Enable PKCE (5256): ()

31

Enter the client ID which you copy in step 4 in the Client ID field. In the Client Secret field, en-
ter the value of the OIDCProxysecret copied in step 8.

Click Save



https://login.microsoftonline.com/%3cAAD
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Screenshot:
L 4
OpenlID Connect Configuration : (o
Provider Configuration @ OIDC Callback URL
Discovery URL:*
[wamp .
Metadata Refresh 24 hours v
Interval
Client Authentication
Client Authentication Client secret in body v
Method:
Client ID:* LsoZe306-BCe- eI 3805 LSS
Client Secret:*
Enable PKCE (5256): [
32 Click + Add
Screenshot:
Scopes Add

Scopes requested from the corporate identity provider.

33  |Copy and paste the full-qualified URI of the SAPIASTenant application's custom scope
(api://<client id>/ias.access) copied in step 13 for the new scope.

Click Save.

Screenshot:

Scopes Add
Scopes requested from the corporate identity provider.
Scope

openid

LRSS . ==——=ulias.access

email

offline_access

34  Click+ Add again and add the scope:
"email"
"offline_access"

Click Save.
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Screenshot:

Scopes Add
Scopes requested from the corperate identity provider.
Scope

openid

WP - e e = /las.access

offline_access

35  [Click Validate and Verify a successful validation of the OIDC configuration.

Click Close.

Screenshot:
STV cloud identity Services eranyiatana: e @ 0® w
ion - Validate =

> swp1-Aumorization Coda | @ suxesss
> Swp2-Token | & sucoms

Step 3 Token vericaion { @ sucen

Fol more inoemation s Opa~i) Connect 020 guation, s ety Authentcaton Docurmentate

36 Navigate to —> Trust Confirmation -> Subject Name Identifier and select EMAIL,
Save.

Screenshot:

ET7 Cloud identity Services Garman tiatherins N @ee® a v

@wome & v & - B ¥ 2 Mentty Providers | v g Monitoring & Reporing | v

Corporate identity Providers Demo3

Subject Name Identifier
Providers(3) Q (cme

Subject Name Identifier

crosconio com/ 118200

single Sign-on

37 Navigate to —> Single Sign-On -> Identity Federation ->
Switch on to use Identity Authentication user store.
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Save.

Screenshot:

ET7 Cloud Identity Services G nictharins

@ Home & U

Corporate Identity Providers Demo3 Detote 5 Identity Federation

Providers (3) s Q Create becrdecsnd

|V uentity Providers | v &l Monitoring & Reponing | v

38 |Goto Applications & Resources > Applications
Select the application from "Establish trust between Task subaccount and IAS prerequi-
sites section”
Click Attributes
Screenshot:
S:l;delme;:ﬂihums N A .
39 Navigate to Attributes and add

Name: "xsuaa-persist-corporate-idp-token"

Source: Expression
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Value: true
Save

Screenshot:

| ~ xsuaa-persist-corporate-idp-token | +

Expression v true 1

40  Select "Conditional Authentication"
In the "Default Identity Provider", choose the Azure provider configured in steps 27-34.
Click Save

Screenshot:

SAP BTP subaccountru...  cg
Conditional Authentication EBED) cancet

Authentication Rules

Conditional Authentication

Default Authenticating Identity Provider

Set a default ider v for use user domain, group and type. T

6. CONFIGURE DESTINATIONS FOR SAP IN THE BTP
SUBACCOUNT

SAP Task Center uses destinations to connect to Service Now task provider
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Step Description
41 Go back to the SAP BTP Cockpit and navigate to your CF subaccount.
Select Connectivity > Destinations from the navigation menu.
Click New Destination.
42  Enter the following values for the first destination (technical user):
Name: <friendly name>
Type: HTTP
Description: ServiceNow connectivity
URL.: https./<instancename>.service-now.com/api/x_itce2_ taskcon/saptaskcenter
Proxy Type: Internet
Authentication: Basic Authentication
User: username (Refer to TECHNICAL SERVICE FLOW AND Configuration section)
Password: password (Refer to TECHNICAL SERVICE FLOW AND Configuration section)
Additional Properties: refer to https.//help.sap.com/docs/task-center/sap-task-center/primary-
destination-with-technical-user-third-party-task-provider
Click Save.
Screenshot:
Destination Configuration
Name:s  SNGA Additional Properties
i :””‘J ” off.1c.notificato.. true
Description Sevvice Now connectivity T o
URL:*  httpsir ! service-now.comvaplitee.
o oo < opcip token vue
i oovdernps  Custom
g R n‘o‘“' : - = Culgroup ) ) SN )
User:*  sap.taskcenter.ape
I tc.uilabel ServiceNow
43 |Repeat steps 47 with following values for the second destination (Principal Propagation):

Name: the same as the name in the previous step + PP



https://cockpit.sap.hana.ondemand.com/
https://help.sap.com/docs/task-center/sap-task-center/primary-destination-with-technical-user-third-party-task-provider
https://help.sap.com/docs/task-center/sap-task-center/primary-destination-with-technical-user-third-party-task-provider
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Type: HTTP

Description: ServiceNow PP with Azure

URL.: https.//<instancename>.service-now.com/api/x_itce2 taskcon/saptaskcenter
Proxy type: Internet

Authentication: OAuth2SAMLBearerAssertion

Audience: https.://<instancename>.service-now.com

AuthnContextClassRef: urn:oasis:names:tc:SAML:2.0:ac:classes:X509

Client Key: client secret (Refer to CONFIGURE TRUST TO THE IAS TENANT IN AZURE AD
section step 8)

Token Service URL: refer to step 21 and copy OAuth 2.0 token endpoint (v2) url

Token Service User: client id (Refer to REGISTER THE APPLICATIONS IN AZURE AD FOR
IAS TENANT AND SN OIDC PROVIDER TO VERIFY ID TOKENS.section, step 4)

Token Service Password: client secret (Refer to CONFIGURE TRUST TO THE IAS TENANT
IN AZURE AD section step 8)

Additional Properties: refer to https.//help.sap.com/docs/task-center/sap-task-center/second-
ary-destination-for-principal-propagation-third-party-task-provider

Click Save.



https://help.sap.com/docs/task-center/sap-task-center/secondary-destination-for-principal-propagation-third-party-task-provider
https://help.sap.com/docs/task-center/sap-task-center/secondary-destination-for-principal-propagation-third-party-task-provider
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Screenshot:

Name:* SNGA_PP Additional Properties

""""""""""""""""""""""" te.provider_type Custom
Description:  Service Now PP with Azure
| Use default JOK trusistore
JRL:*  hitps:!/ .service-now.com/apifitce..

Proxy Type:  Intemet

Authentication:  QAuth2SAMLBearerAssertion

&y Store Location: *

Upload and Delete Certifica
Kay Store Password: essssses
Audience:*  hitps:/iN Lsenice-now.com
AuthnContextClassRef* “',"T',",???SI',’?W}'F-SA,",’F:Z;OE?FECF?‘??,S:K':,
Use mTLS for token retrieval
Clent Key * sessnees
Token Service URL Type: &
Token Service URL:* | htpsiogin microsoftontine.comiddse2.,

oken Service User.

Task Center documentation for Third Party destination setup: https://help.sap.com/docs/task-
center/sap-task-center/connect-third-party-task-provider-and-sap-task-center

7. SERVICENOW TASKCONNECT APPLICATION SYSTEM
PROPERTIES (OPTIONAL)

There are system properties, schedule job and profile, which values are specific for each customer
if you don’t sync the SAP UUID already using other mechanisms.

Description:

Name - x_itce2_taskcon.sap.scim.baseurl

Value — https://taskcenter.accountsXXX.ondemand.com (your tackcenter tenant url)

Description - Base url for getting SAP User UUID from SAP Identity services

Name a Value Type Application Description
x_itee2_taskcon.sap.scim.baseur| https://taskcenter.accountsXXX.ondemand.com string TaskConnect Base url for getting SAP User UUID from ...



https://help.sap.com/docs/task-center/sap-task-center/connect-third-party-task-provider-and-sap-task-center
https://help.sap.com/docs/task-center/sap-task-center/connect-third-party-task-provider-and-sap-task-center
https://taskcenter.accountsxxx.ondemand.com/
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— System Property
x_itce2_taskcon.sap.scim.baseurl

0 You are editing a record in the TaskConnect application (cancel)

S
s
M

s Suffix ‘ sapiscim.baseur| Application  TaskConnect

B

Name x_itce2 taskcon.sap.scim.baseur!

Description | Base url for getting SAP User UUID from SAP Identity services

Choices ‘
Type ‘ string "‘
Value | https:/taskcenter.accountsX)0andemand.com

Ignore cache (@

Private []

Name - x_itce2_taskcon.sap.scim.userquery
Value — emailLIKE"my.domain.com" active=true (remove "" symbols)

Description - Encoded query controlling which users SAP UUID we're trying to sync from
Identity Directory Connectivity. If empty query is ignored

Screenshot:

Name « Value

Type Application Description
x_itce2_taskcon.sap.scim.userguery emailLIKE"my.domain.com"*active=true

string TaskConnect Encoded query controlling which users SA..

— System Property
x_itce2._taskcon.sap.scimuserquery

0 You are editing a record in the TaskConnect application (cancel)

* Suffix ‘sap.sdm userquery Application  TaskConnect

B

Name x_itce2_taskcon.sap.scim.userquery

Description | Encoded query controlling which users SAP UUID we're trying to sync from Identity Directory Connectivity

If empty query is ignored ‘

Choices ‘
Type ‘ string "‘
Value | emaillIKEmy.domain.com*active=true

Ignorecache [E
Private []

Configure Scheduled Job — open ITCE SAP Sync User SAP UUID and configure to run at appro-
priate time (scheduled job is used to get SAP UUID for users)
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[ = scheduledcript Execution = [ ExecuteNow
L ITCE SAP Sync User SAP UUID -

O This record isin the TaskConnect zpplication, but Global is the current application. To edit this rcord click here.,

Name  ITCE SAP Sync User SAP UUID

Active
Application  TaskConnect EJ
Conditional
For i i time, you toenter Ifno time cted, the job will run at the entered time in time zone of the user who entered the time. If "Use System Time Zone' is selected, the.

enterad time will runin the time zone of the instance running the job.

Run  Dally
Time zone —None—

Time  22:00:00
Runthisscript @ (£ ] Al~[~][E]@
1 J/Sync User SAP UDID from SAP Identity Directory
2 var util - new ITCE_SAP_TashCenter SyncsCIM();
util.sync();

Open REST Message — open ITCE SAP Identity Directory Connectivity record and configure au-
thentication profile (Basic, Mutual or Oauth 2.0)

Refer to official SAP Task Center documentation about this configuration:

https://help.sap.com/docs/task-center/sap-task-center/identity-directory-connectivity

https://help.sap.com/docs/cloud-identity-services/cloud-identity-services/add-administrators#loi-
ocefb742a36754b18bbe5¢3503ac6d87c¢c

_ REST Message = - --
= ITCE SAP Identity Directory Connectivity ¢ = m Delete | T &

0 ‘You are editing a record in the TaskConnect application (cancel)

# Name | ITCE SAP Identity Directory Connectivity Application  TaskConnect @
Accessible from | This application scope only v‘
Description | SAP Identity Directory Connectivity API
*# Endpoint | https://taskcenter.accounts)X)0¢.ondemand.com/scim/UsersZflter= ‘
Authentication | HTTP Request
REST M;s_sagss support the following| Biaic Auth Configuration

* Basic

« Mutual (two-way authenticatio

« OAUth20 Name ITCE SAP dentity Directory Con Application  TaskConnect

Authentication configured on the RES] pverride the parent configuration.

% Username  29¢86171-d6f3-41ed-97dc-cder
More info
% Password essessesss

Authentication typl . ; authentication [ |

Basicauth profile | ITCE SAP Identity Directory Connectivity ‘ Q ‘

= W HTTP Methods [fDr text = | Search @ — | Actions on selected rows... v

REST Message = ITCE SAP Identity Directory Connectivity

[ @ Name HTTP method Endpoint

Get User GET S{baseUrl}/scim/Users3filter=Sifilter]



https://help.sap.com/docs/task-center/sap-task-center/identity-directory-connectivity
https://help.sap.com/docs/cloud-identity-services/cloud-identity-services/add-administrators#loiocefb742a36754b18bbe5c3503ac6d87c
https://help.sap.com/docs/cloud-identity-services/cloud-identity-services/add-administrators#loiocefb742a36754b18bbe5c3503ac6d87c
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8. TEST THE SCENARIO

Step |Description

44 Use SAP Task Center Administration app to check the status of the configured connector des-
tination, following: https://help.sap.com/docs/task-center/sap-task-center/working-with-task-
center-administration-app

45 Use SAP Task Center Web app, to validate that tasks from the new destination are seen by

business users (for more information, see: https://help.sap.com/docs/task-center/sap-task-
center/sap-task-center-web-app)



https://help.sap.com/docs/task-center/sap-task-center/working-with-task-center-administration-app
https://help.sap.com/docs/task-center/sap-task-center/working-with-task-center-administration-app
https://help.sap.com/docs/task-center/sap-task-center/sap-task-center-web-app
https://help.sap.com/docs/task-center/sap-task-center/sap-task-center-web-app
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